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The factoring problem

Given a positive integer N, our goal is to compute its prime factorisation.

Example

In February 2020, the factorisation of the RSA-250 challenge number

N = 214032465024074496126442307283933356300861471514475501779775492
088141802344714013664334551909580467961099285187247091458768739
626192155736304745477052080511905649310668769159001975940569345
7452230589325976697471681738069364894699871578494975937497937

was announced by Fabrice Boudot, Pierrick Gaudry, Aurore Guillevic, Nadia Heninger,
Emmanuel Thomé and Paul Zimmermann. The factorisation is N = pq where

p= 333720275949781565562260106053551142279407603447675546667845209
87023841729210037080257448673296881877565718986258036932062711,

q= 641352894770715802787901901705773890848250147429434472081168596
32024532344630238623598752668347708737661925585694639798853367.
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Some complexity bounds for factoring N

• General number field sieve (conjectured bound):

exp
�

C (log N)1/3(log log N)2/3
�

, C = (64/9)1/3 + o(1).

• Elliptic curve method (conjectured bound):

exp
�

C (log p)1/2(log log p)1/2
�

· (log N)1+o(1), C = 21/2 + o(1),

where p is the smallest prime factor.

• Class group method (rigorous randomised bound):

exp
�

C (log N)1/2(log log N)1/2
�

, C = 1+ o(1).

• Shor’s algorithm (if you are lucky enough to have a quantum computer):

(log N)2+o(1).
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Rigorous deterministic bounds

For the rest of the talk I discuss only rigorous, deterministic factoring algorithms.

All such known algorithms run in exponential time:

time (soft-O) space (soft-O)

Trial division N1/2 (log N)O(1)

1971 Shanks N1/4 (?) N1/4

1974 Lehman N1/3 (log N)O(1)

1974 Pollard N1/4 N1/4

1976 Strassen N1/4 N1/4

1997 Coppersmith N1/4 (log N)O(1)

2020 Hittmeir N2/9 N2/9

2020 H. N1/5 N1/5
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Rigorous deterministic bounds

Current best result:

Theorem (H. & Hittmeir, Math. Comp., 2022∗)

Any positive integer N may be factored into primes in time

O

�

N1/5(log N)16/5

(log log N)3/5

�

.

“Time” means number of steps on a deterministic multitape Turing machine.

∗This paper was dedicated to Richard Brent on the occasion of his (3× 52)-th birthday.
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Plan for the rest of the talk:

• Explain Lehman’s N1/3 algorithm.
(And briefly how to optimise it to obtain Coppersmith’s N1/4.)

• Explain Pollard’s N1/4 algorithm.
(And briefly how Strassen’s N1/4 algorithm differs.)

• Explain how to combine Lehmer and Pollard to achieve N1/5.

Summary of this talk

1
3
+

1
4
=

1
5

.
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Lehman’s N1/3 algorithm



Lehman’s N1/3 algorithm

Warning

The algorithm I am about to describe is not exactly the one presented by Lehman.

You might think of it as “Lehman’s algorithm reinterpreted from Coppersmith’s point of view”.

(Also, the complexity might be wrong by a factor of (log N)O(1) — I haven’t checked.)

Recent progress on deterministic integer factorisation | David Harvey (UNSW Sydney) 6/27



Lehman’s N1/3 algorithm

Fix a large integer N whose factorisation is unknown.

For positive integers a and b, consider the function

fa,b(x) =
aN
x
+ bx

Notice that if p is a divisor of N, then fa,b(p) is an integer.

Moreover, it is easy to test whether a given integer c is of the form fa,b(p) for some integer p
(this amounts to solving a quadratic equation).
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Lehman’s N1/3 algorithm

Suppose that we want to search for a divisor p of N near some initial guess p0.

The key idea is to carefully choose a and b so that fa,b(x) is very close to being a constant
function on a large interval around p0.

In other words, we want
aN
x
+ bx =
�

aN
p0
+ bp0

�

+O(1)

for as wide a range of x around p0 as possible.

Then to find p in this interval, it suffices to check a few integers near fa,b(p0) to see if they are

of the form
aN
p
+ bp for an integer p.
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Lehman’s N1/3 algorithm

How do we choose suitable a and b?

Suppose that x is near p0, say x = p0(1+δ) for some small δ.

Then for any a, b ∈ Z,

aN
x
+ bx =

aN
p0
(1+δ)−1 + bp0(1+δ)

=
�

aN
p0
+ bp0

�

−
�

aN
p0
− bp0

�

δ+O
�

aN
p0
δ2
�

.

So our goal is to choose a and b so that
�

aN
p0
− bp0

�

δ = O(1) and
aN
p0
δ2 = O(1). (⋆)

The first equation says that b/a is a good rational approximation for N/p2
0, and the second

equation says that a is not too large.
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Lehman’s N1/3 algorithm

Recall the following elementary result from the theory of Diophantine approximation:

Lemma

Let ζ ∈ R and let A> 1. Then there exists b/a ∈Q such that
�

�

�

�

ζ−
b
a

�

�

�

�

<
1

aA
and 1⩽ a⩽ A.

We apply this lemma with ζ= N/p2
0.

To ensure that (⋆) holds, we need
p0

A
δ = O(1),

AN
p0
δ2 = O(1).

These conditions are equivalent to

δ3 = O(N−1),
1
δ
≪

A
p0
≪

1
Nδ2

.
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Lehman’s N1/3 algorithm

The first inequality implies that the largest δ we can afford is δ = O(N−1/3).

In other words, we can achieve

aN
x
+ bx =
�

aN
p0
+ bp0

�

+O(1) for |x− p0|<
p0

N1/3
.

For example, in the typical case that p0 ∼ N1/2, our search intervals have width Θ(N1/6).

To guarantee factoring N, we need to examine O(N1/3 log N) such intervals.∗

This explains the overall O(N1/3+ε) running time.

∗The reason for the log N is that the intervals get shorter as p0 gets smaller.
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Numerical example of Lehman’s algorithm

Let’s try to factor the RSA-37 challenge number

N = 5441398092702653551055942183232022027.

After trying many intervals, suppose we are now examining an interval centred at

p0 = 1732050807568000000.

We compute the continued fraction of

N
p2

0

=
5441398092702653551055942183232022027
2999999999996960966074624000000000000

.

We take b/a to be the last convergent with a⩽ A= p0/N
1/3 ≈ 1786130:

b
a
=
3086887
1701890

.
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Numerical example of Lehman’s algorithm

If there is a divisor p sufficiently close to p0, then
aN
p
+ bp must be an integer close to

aN
p0
+ bp0 = 106932902424418021358786599.3652 . . .

After a brief search, we find that the correct value is

c= 10693290242441802135878601.

Solving
aN
p
+ bp= c for p, we get

p= 1732050807568877293,
N
p
= 3141592653589793239.
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Brief aside on Coppersmith’s algorithm

Coppersmith’s N1/4+ε algorithm may be recovered by applying the same strategy to higher
degree polynomials, such as

f(x) =
aN2

x2
+

bN
x
+ cx+ dx2.

We want to choose a, b, c, d so that this polynomial is close to a constant function on a large
interval around p0.

To find these coefficients, instead of computing continued fractions, we need to search for a
short vector in a certain higher-dimensional lattice (using e.g. LLL).

As the polynomial degree goes up, the search interval width increases towards N1/4, and the
overall complexity exponent decreases towards 1/4+ ε.
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Pollard’s N1/4 algorithm



Pollard’s N1/4 algorithm

Assume for the moment that we know some α ∈ (Z/NZ)∗ with “large” multiplicative order, say

ordN(α)> N1/2.

Warning

Such α does not always exist!

For example, take N = 9139= 13 · 19 · 37.

Then every element of (Z/NZ)∗ has order dividing LCM(12,18, 36) = 36<
p

9139≈ 95.6.

It turns out that EITHER we can find such α quickly enough, OR we can factor N quickly
enough for other reasons — I will discuss this later if I have time.
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Pollard’s N1/4 algorithm

Suppose that p< N1/2 is a prime divisor of N.

By Fermat’s little theorem,
αp−1 ≡ 1 (mod p).

Pollard’s idea is to “solve” for p− 1 using a baby-step/giant-step approach.
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Pollard’s N1/4 algorithm

Let d= ⌈N1/4⌉, so that p− 1< N1/2 < d2.

We can decompose p− 1 as

p− 1= id− j where i ∈ {1, . . . , d}, j ∈ {0, . . . , d− 1}.

1 α α2α3 . . . αd α2d . . . αid αd2

N1/2
p− 1

αid−j

Then αp−1 ≡ 1 (mod p) becomes αid ≡ αj (mod p).

So there must be a collision modulo p between these two cardinality-d subsets of Z/NZ:

{αd,α2d, . . . ,αd2
}

(giant steps)

and {1,α, . . . ,αd−1}
(baby steps)

.
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Pollard’s N1/4 algorithm

Pollard’s idea is to compute a certain polynomial from the baby steps,

f(x) = (x− 1)(x−α) · · · (x−αd−1) ∈ (Z/NZ)[x],

and then evaluate it at the giant steps, i.e., compute the values

f(αd), f(α2d), . . . , f(αd2
) ∈ Z/NZ.

Both of these steps can be done in time d1+ε = N1/4+ε using fast polynomial arithmetic
techniques (e.g. FFTs, product trees).

The collision αid ≡ αj (mod p) ensures that the GCD of f(αid) and N is not 1.
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Pollard’s N1/4 algorithm

We compute the GCD of each f(αnd) with N, and stop when we find gcd(f(αnd), N) ̸= 1.

Usually we then have gcd(f(αnd), N) ̸= N, so we recover a non-trivial factor of N.

If we are unlucky, f(αnd)≡ 0 (mod N). In this case consider

f(αnd) = (αnd − 1)(αnd −α) · · · (αnd −αd−1).

The hypothesis ordN(α)> N1/2 ensures that none of the factors are divisible by N.

So we are guaranteed to find a non-trivial factor of N by computing the GCD of each αnd −αj

with N.

Recent progress on deterministic integer factorisation | David Harvey (UNSW Sydney) 19/27



Numerical example of Pollard’s algorithm

Let us try to factor the RSA-4 challenge number N = 1207.

We have d= ⌈N1/4⌉= 6, and we take α= 7.

The baby steps are {1,7, 49,343, 1194,1116}, so the polynomial f(x) is

f(x) = (x− 1) · · · (x− 1116) = x6 + 911x5 + 52x4 + 309x3 + 96x2 + 241x+ 804.

The giant steps (powers of αd) are {570,217, 576,16, 671,1058}.

Evaluating f(x) at these points gives the values 252,226, 646,563, 594,935.

Taking the GCDs of these values with N yields gcd(646, N) = 17, so N = 17× 71.

[The factor 17 arose from the collision α3d ≡ α2, i.e., α18 ≡ α2, i.e., 576≡ 49.]
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How to find α deterministically and rigorously

Theorem (Hittmeir 2018)

There is a deterministic algorithm that takes as input an integer N, and returns either an
element α ∈ (Z/NZ)∗ such that ordN(α)> N1/2, or a non-trivial factor of N, or “N is prime”.
Its running time is O(N1/4 log2 N/ log log N).

Here is a sketch of the algorithm. For each α= 2, 3, . . ., do the following:

• Search for the exact order of α (mod N) up to the bound N1/2, using standard
baby-step/giant-step method. If this fails, return α.

• If we succeed in computing m= ordN(α) exactly, then we try to find factors of N via
gcd(N,αm/r − 1) for all prime divisors r |m.

• If this fails, then we know that m | ordp(α), and hence m | p− 1, for every prime p | N.

Continuing in this way, we eventually collect enough information about the factors of p− 1 for
p | N to enable a direct search for p.
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The new N1/5 algorithm



The new N1/5 algorithm

Recall that in Lehman’s algorithm we obtained

aN
x
+ bx =
�

aN
p0
+ bp0

�

+O(1) for |x− p0|<
p0

N1/3
.

What happens if we take wider search intervals?

• The number of search intervals goes down.

• The O(1) error term goes up.
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The new N1/5 algorithm

Exercise: changing the parameters in Lehman’s algorithm to δ ∼ N−1/5 and A∼ N3/5/p0 yields

aN
x
+ bx =
�

aN
p0
+ bp0

�

+O(N1/5) for |x− p0|<
p0

N1/5
.

Notice that:

• The width of the search intervals has increased from p0/N
1/3 to p0/N

1/5.

• Therefore the number of search intervals falls from O(N1/3 log N) to O(N1/5 log N).

• But the error term has increased from O(1) to O(N1/5).

So for each search interval we apparently need to test O(N1/5) integers near f(p0).

This is no good: it leads to complexity O(N2/5+ε).
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The new N1/5 algorithm

Instead, we will use Pollard’s trick to search all intervals at the same time.∗

Suppose that p is a divisor N in the search interval around p0.

From the previous slide,
aN
p
+ bp=
�

aN
p0
+ bp0

�

+O(N1/5).

Let us write this as
aN
p
+ bp− up0

= k,

where up0
=
�

aN
p0
+ bp0

�

, and where k= O(N1/5) is unknown.

∗The realisation that this is possible is essentially due to Hittmeir. His original N2/9+ϵ algorithm breaks up the search
space into chunks and applies Pollard’s method to each chunk separately. I achieved N1/5+ϵ by showing how to apply
Pollard’s trick to the entire search space in one hit.
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The new N1/5 algorithm

Pick some α ∈ (Z/NZ)∗ of large multiplicative order. Then

αaN/p+bp−up0 ≡ αk (mod N).

Using Fermat’s little theorem, we get a collision modulo p:

αaN+b−up0 ≡ αk (mod p).

There are O(N1/5 log N) possible values on the left, one for each search interval.

There are O(N1/5) possible values on the right, one for each value of k.

We can apply Pollard’s machinery to find a collision modulo p between these two sets of size
O(N1/5+ε) in time O(N1/5+ε).

Once you find a collision, it is straightforward to recover p.
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Final comments



Further improvements

The algorithm I explained today leads to a complexity bound of the form

O(N1/5(log N)O(1)).

One can try to optimise the power of log N by tuning parameters more carefully and using
various tricks from polynomial arithmetic.

One can save a further factor of (log log N)O(1) by sieving on small primes, i.e., using the fact
that p cannot be divisible by 2, 3, 5, etc.
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Further improvements

An obvious question is: can we do better by combining Coppersmith’s idea (i.e., higher degree
polynomials) with Pollard?

I spent many months thinking very hard about this, but didn’t get anywhere :-(

As the polynomial degree increases, the complexity gets worse... in the limit we still get
N1/4+ε!!
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Thanks for your attention!
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