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Some complexity bounds for factoring an integer N 2/16

General number field sieve (conjectured bound):

exp
(
((64/9)1/3 + o(1))(logN)1/3(log logN)2/3

)
.

Elliptic curve method (conjectured bound):

exp
(
(21/2 + o(1))(logp)1/2(log logp)1/2

)
(logN)1+o(1).

Class group method (rigorous randomised bound):

exp
(
(1+ o(1))(logN)1/2(log logN)1/2

)
.

Shor’s algorithm (requires quantum computer):

(logN)2+o(1).



Rigorous deterministic bounds 3/16

For the rest of the talk I discuss only rigorous, deterministic factoring algorithms.

All such known algorithms run in exponential time:

time (soft-O) space (soft-O)

Trial division N1/2 (logN)O(1)

1971 Shanks N1/4 (?) N1/4

1974 Lehman N1/3 (logN)O(1)

1974 Pollard N1/4 N1/4

1976 Strassen N1/4 N1/4

1997 Coppersmith N1/4 (logN)O(1)

2020 Hittmeir N2/9 N2/9

2020 H. N1/5 N1/5



Rigorous deterministic bounds 4/16

Current record (H.–Hittmeir, 2021 preprint):

O
(
N1/5(logN)16/5

(log logN)3/5

)
bit operations.

Further (minor) improvements are in the pipeline...



This talk 5/16

Roughly speaking:

(Lehman N1/3) + (Pollard N1/4) = (N1/5 algorithm).

Plan for this talk:

• Explain Lehman’s algorithm.
• Explain Pollard’s algorithm.
• How to combine these to get N1/5.



Lehman’s N1/3 algorithm



Lehman’s algorithm 6/16

Suppose we want to factor an integer N = pq.

Assume for simplicity that p and q are both around N1/2.

By Diophantine approximation, there exist∗ integers a and b around N1/6 such that
a
b =

p
q(1+ ϵ), ϵ = O(N−1/3).

The algorithm operates by checking each of the roughly N1/3 pairs (a,b).

How do we know when we have found the right pair?

∗If p/q is very close to a rational number of low height, then a and b will be too small, and the rest
of this argument doesn’t quite work. This can be fixed, but I won’t go into this today.



We have
aq = bp(1+ ϵ) and (aq)(bp) = abN.

Solving for aq and bp, we find that

aq =
√
abN

(
1+ 1

2ϵ+ O(ϵ2)
)
=

√
abN

(
1+ 1

2ϵ
)
+ O(1),

bp =
√
abN

(
1− 1

2ϵ+ O(ϵ2)
)
=

√
abN

(
1− 1

2ϵ
)
+ O(1),

=⇒ aq+ bp = 2
√
abN+ O(1).

For a given pair (a,b), we search for candidates for aq+ bp near 2
√
abN. Since

(aq+ bp)2 − 4abN = (aq− bp)2,

we can test a candidate c by checking whether c2 − 4abN is a square.



Example: suppose we want to factor

N = 8539734222673567065463550870400829907215612005311510800855247.

During our search we examine (a,b) = (6960070819, 8043944202). So we are
looking for candidates for aq+ bp near

2
√
abN = 43731414706870191030699462421994883902424.68964 . . .

For the candidate c = ⌈2
√
abN⌉ we find that

c2 − 4abN = (164757152389897819859)2.

This tells us that aq− bp = ±164757152389897819859, and we immediately recover

p = 2718281828459045235360287471471, q = 3141592653589793238462643383457.



Pollard’s N1/4 algorithm



Pollard’s algorithm 9/16

Suppose we want to factor N = pq.

Assume we know some α ∈ (Z/NZ)∗ of “large” multiplicative order.∗

By Fermat’s little theorem,
αp−1 = 1 (mod p).

The idea is to “solve” for p− 1 using a baby-step/giant-step approach.

∗Such an α can be found fast enough deterministically; I won’t go into this.



Let d := ⌈N1/4⌉, so that
1 ⩽ p− 1 ⩽ N1/2 ⩽ d2.

We can decompose p− 1 as

p− 1 = id− j for some 1 ⩽ i ⩽ d, 0 ⩽ j ⩽ d− 1.

Then αp−1 = 1 (mod p) becomes

αid = αj (mod p).

So we are looking for a collision modulo p between two subsets of Z/NZ of
cardinality O(N1/4):

{1, α, . . . , αd−1}
(baby steps)

and {αd, α2d, . . . , αd2}

(giant steps)
.



Pollard’s idea is to compute the polynomial

f(x) := (x− 1)(x− α) · · · (x− αd−1) ∈ (Z/NZ)[x],

and then evaluate it at the points x = αd, α2d, . . . , αd
2 ∈ Z/NZ.

Both of these steps can be done in time d1+o(1) = N1/4+o(1) using fast polynomial
arithmetic techniques (e.g. FFTs).

The point is that if αid = αj (mod p), then αid − αj will show up as a factor in
f(αid), and we will detect that f(αid) has a common factor with N.

Then we can examine αid − 1, αid − α, etc, to find the correct j.

The hypothesis on ordN(α) ensures that αid ̸= αj (mod N), so we do indeed
recover a nontrivial factor of N.



The N1/5 algorithm



The N1/5 algorithm 12/16

Suppose we want to factor N = pq, where p,q ≈ N1/2.

Start off the same way as Lehman: by Diophantine approximation, there exist
integers a and b around N1/10 such that

a
b =

p
q(1+ ϵ), ϵ = O(N−1/5).

A similar calculation as before shows that

aq+ bp = 2
√
abN+ O(N1/5).

Note that the error term is O(N1/5) instead of O(1).



Let’s write this as

aq+ bp− ⌊2
√
abN⌋ = j, j = O(N1/5).

Now bring in Pollard’s method: for α ∈ (Z/NZ)∗ of large multiplicative order,

αaq+bp−⌊2
√
abN⌋ = αj (mod N).

Using αp = α (mod p), this becomes

αaN+b−⌊2
√
abN⌋ = αj (mod p).

So again we are hunting for collisions modulo p between two subsets of Z/NZ.



But now the two sets have cardinality N1/5 instead of N1/4!

The “giant steps” are the quantities

αaN+b−⌊2
√
abN⌋ (mod N)

as (a,b) ranges over ≈ N1/5 pairs.

The “baby steps” are the quantities

αj (mod N)

for j = O(N1/5).

We can find a collision modulo p in time N1/5+o(1) using the same polynomial
arithmetic strategy as Pollard.



Further improvements? 15/16

Various tricks with polynomial arithmetic improve the complexity by (logN)O(1).

Sieving on small primes saves us another (log logN)O(1).

Is this the limit of the method? Can we save another NO(1)??



Finally, some arithmetic statistics 16/16



Thank you!
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