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The factoring problem 2/36

Given a positive integer N, our goal is to compute its prime factorisation.

Example
Factor the RSA-250 challenge number:

N = 21403246502407449612644230728393335630086147151447
55017797754920881418023447140136643345519095804679
61099285187247091458768739626192155736304745477052
08051190564931066876915900197594056934574522305893
25976697471681738069364894699871578494975937497937.



The factoring problem 3/36

My kids know a shortcut — you only have to try divisors up to N1/2!

For the RSA-250 challenge number, there are “only” about 10125 candidates.

A factoring algorithm runs in exponential time∗ if its running time is O(NC) for
some C > 0.

The trial division algorithm runs in time O(N1/2+ϵ) for any ϵ > 0.

∗The size of the input is the number of digits of N, which is proportional to logN.



Polynomial-time factoring 4/36

A factoring algorithm runs in polynomial time if its running time is O((logN)C) for
some C > 0.

On a quantum computer, Shor’s algorithm can factor any N in time O((logN)2+ϵ).



Polynomial-time factoring 5/36

A sketch of Shor’s algorithm:

1. Put a cat in a box, together with some plutonium and the integer N written
on a piece of paper.

2. If the cat lives, N is prime.
3. If the cat dies — congratulations! You have factored N.

=⇒



Polynomial-time factoring 6/36

For the rest of the talk I discuss only algorithms designed for classical computers.

It is not known how to factor in polynomial time on a classical computer.



The Number Field Sieve 7/36

The factorisation of the challenge number RSA-250 was announced in February
2020 by Fabrice Boudot, Pierrick Gaudry, Aurore Guillevic, Nadia Heninger,
Emmanuel Thomé and Paul Zimmermann.

The two factors are

p = 33372027594978156556226010605355114227940760344767
55466678452098702384172921003708025744867329688187
7565718986258036932062711,

q = 64135289477071580278790190170577389084825014742943
44720811685963202453234463023862359875266834770873
7661925585694639798853367.



The Number Field Sieve 8/36

Their computation took about 2700 CPU years, using a modern version of the
Number Field Sieve.

The NFS was introduced in the early 1990s, and is in practice the fastest known
general-purpose factoring method for very large numbers.

In general, it is believed to factor any integer N in time

exp
(
( 3
√
64/9+ o(1))(logN)1/3(log logN)2/3

)
.

This is subexponential, but still much closer to exponential than polynomial.



I WANT THE PROOF!

Unfortunately, the complexity bound for
NFS is merely a conjecture.

For the rest of the talk I discuss only
algorithms with rigorously proved
complexity bounds.



A rigorous randomised bound 10/36

The fastest known rigorous factoring algorithm is a variant of the class group
relations method due to Lenstra and Pomerance (1992).

It is a randomised algorithm — it requires a sequence of truly random coin flips
as auxiliary input.

It provably factors any integer N in expected subexponential time

exp
(
(1+ o(1))(logN)1/2(log logN)1/2

)
.



I am a mathematician, not a gambler.

For the rest of the talk I discuss only
deterministic algorithms.

Not a real algorithm



Rigorous, classical, deterministic
factoring algorithms



Rigorous, classical, deterministic factoring algorithms 12/36

All such algorithms known run in fully exponential time.

Here is the best current result:

Theorem (H. & Hittmeir, 2021∗)
Any positive integer N may be factored into primes in time

O
(
N1/5(logN)16/5

(log logN)3/5

)
.

“Time” means number of steps on a deterministic multitape Turing machine.

∗This paper is dedicated to Richard Brent on the occasion of his (3× 52)-th birthday.



Rigorous, classical, deterministic factoring algorithms 13/36

• Shanks (1971): N1/4+ϵ via class groups of quadratic fields.
• Lehman (1974): very straightforward N1/3+ϵ algorithm.
• Pollard (1974): N1/4+ϵ via fast polynomial arithmetic (FFTs).
• Strassen (1976): N1/4+ϵ algorithm very similar to Pollard’s (apparently
independently).

• Coppersmith (1996): N1/4+ϵ via fast lattice reduction; may be viewed as a
generalisation of Lehman’s algorithm.

So, pre-COVID there were at least 3 quite different algorithms achieving N1/4+ϵ.



Breaking the N1/4 barrier 14/36

• Hittmeir (June 2020): posted an amazing preprint achieving

N2/9+ϵ = N0.222...+ϵ,

the first exponential improvement in about 45 years!
• October 2020: I simplified Hittmeir’s method and reduced the exponent
further to 1/5+ ϵ = 0.2+ ϵ.

• May 2021: Hittmeir and I wrote a paper shaving off a further factor of
(log logN)O(1) (the result mentioned on a previous slide).



Breaking the N1/4 barrier 15/36

The new N1/5 algorithm inherits ideas from Lehman’s N1/3 algorithm and Pollard’s
N1/4 algorithm.

In the rest of this talk, I will explain these two precursors and how they can be
combined to achieve N1/5.



Pollard’s N1/4 algorithm
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To simplify the presentation, assume that we know some α ∈ (Z/NZ)∗ with “large”
multiplicative order, say

ordN(α) > N1/2.

Warning
Such α does not always exist!

For example, take N = 9139 = 13 · 19 · 37. Then every element of (Z/NZ)∗ has
order dividing LCM(12, 18, 36) = 36 <

√
9139 ≈ 95.6.

What is true is that EITHER we can find such α quickly enough, OR we can factor N
quickly enough for other reasons.

I do not have time today to go into the details of this.



Pollard’s N1/4 algorithm 17/36

Suppose that p < N1/2 is a prime divisor of N. By Fermat’s little theorem,

αp−1 ≡ 1 (mod p).

The idea is to “solve” for p− 1 using a baby-step/giant-step approach.



Pollard’s N1/4 algorithm 18/36

Let d = ⌈N1/4⌉, so that p− 1 < N1/2 < d2. We can decompose p− 1 as

p− 1 = id− j where i ∈ {1, . . . ,d}, j ∈ {0, . . . ,d− 1}.

1 α α2α3 ... αd α2d... αid αd
2

N1/2
p−1

αid−j

Then αp−1 ≡ 1 (mod p) becomes αid ≡ αj (mod p).

So there must be a collision modulo p between these two subsets of Z/NZ:

{αd, α2d, . . . , αd2}

(giant steps)
and {1, α, . . . , αd−1}

(baby steps)
.



Pollard’s N1/4 algorithm 19/36

Pollard’s idea is to compute a certain polynomial from the baby steps,

f(x) = (x− 1)(x− α) · · · (x− αd−1) ∈ (Z/NZ)[x],

and then evaluate it at the giant steps, i.e., compute the values

f(αd), f(α2d), . . . , f(αd2) ∈ Z/NZ.

Both of these steps can be done in time d1+ϵ = N1/4+ϵ using fast polynomial
arithmetic techniques (e.g. FFTs).

The collision αid ≡ αj (mod p) ensures that the GCD of f(αid) and N is not 1.



Pollard’s N1/4 algorithm 20/36

We compute the GCD of each f(αnd) with N, and stop when we find (f(αnd),N) ̸= 1.

Usually we then have (f(αnd),N) ̸= N, so we recover a non-trivial factor of N.

If we are unlucky, f(αnd) ≡ 0 (mod N). In this case consider

f(αnd) = (αnd − 1)(αnd − α) · · · (αnd − αd−1).

The hypothesis ordN(α) > N1/2 ensures that none of the factors are divisible by N.

So we are guaranteed to find a non-trivial factor of N by computing the GCD of
each αnd − αj with N.



Numerical example of Pollard’s algorithm 21/36

Let N = 1207, so d = ⌈N1/4⌉ = 6, and take α = 7.

The baby steps are {1, 7, 49, 343, 1194, 1116}, so the polynomial f(x) is

f(x) = (x− 1) · · · (x− 1116) = x6 + 911x5 + 52x4 + 309x3 + 96x2 + 241x+ 804.

The giant steps (powers of αd) are {570, 217, 576, 16, 671, 1058}.

Evaluating f(x) at these points gives the values 252, 226, 646, 563, 594, 935.

Taking the GCDs of these values with N yields gcd(646,N) = 17, so N = 17× 71.

[The factor 17 arose from the collision α3d ≡ α2, i.e., 576 ≡ 49.]



Lehman’s N1/3 algorithm



Lehman’s N1/3 algorithm 22/36

Warning
My presentation of Lehman’s algorithm in this talk is heavily influenced by
Coppersmith’s approach, and is quite different to the way Lehman’s algorithm is
usually presented.



Lehman’s N1/3 algorithm 23/36

Suppose we want to search for a divisor p of N near some initial guess p0.

Let a and b be smallish integers, and consider the function

f(x) = aN
x + bx

Notice that if p is a divisor of N, then f(p) is an integer.



Lehman’s N1/3 algorithm 24/36

Lehman’s idea is to carefully choose a and b so that f(x) = aN/x+ bx is very close
to being a constant function on a large interval around p0, i.e., so that

aN
x + bx =

(
aN
p0

+ bp0
)
+ O(1).

Then to find p in the given interval, it suffices to check a few integers around f(p0)
to see if they are of the form aN/x+ bx for an integer x.

It is easy to tell whether an integer c has this form: this amounts to checking
whether c2 − 4abN is a square.



Lehman’s N1/3 algorithm 25/36

How do we choose such a and b?

Suppose that x = p0(1+ δ) for some small δ. Then for any a,b ∈ Z,

aN
x + bx = aN

p0
(1+ δ)−1 + bp0(1+ δ)

=

(
aN
p0

+ bp0
)
−
(
aN
p0

− bp0
)
δ + O

(
aN
p0

δ2
)
.

So the issue is to choose a and b, and a bound on δ, so that(
aN
p0

− bp0
)
δ = O(1), and aN

p0
δ2 = O(1).

In other words, we want a/b to be a good rational approximation for p20/N.



Lehman’s N1/3 algorithm 26/36

Recall the following elementary result from the theory of continued fractions:

Lemma
Let ζ ∈ R and let B > 1. Then there exists a/b ∈ Q such that

1 ⩽ b ⩽ B and
∣∣∣ab − ζ

∣∣∣ < 1
bB .

We apply this lemma with ζ =
p20
N and B =

N2/3
p0

.



Lehman’s N1/3 algorithm 27/36

Exercise for the audience: the resulting a and b satisfy∣∣∣∣aNp0 − bp0
∣∣∣∣ < N1/3 and aN

p0
≪ N2/3.

Taking δ = 1/N1/3, we conclude that

aN
x + bx =

(
aN
p0

+ bp0
)
+ O(1) for |x− p0| <

p0
N1/3

.

For example, when p0 ∼ N1/2, we can search an interval as wide as N1/6.

To guarantee factoring N, we need to examine O(N1/3 logN) such intervals.

So the running time is O(N1/3+ϵ).



Numerical example of Lehman’s algorithm 28/36

Let’s try to factor N = 5441398092702653551055942183232022027.

Suppose we guess that there is a factor p near p0 = 1732050807568000000.

We compute the continued fraction of

x = p20
N =

2999999999996960966074624000000000000
5441398092702653551055942183232022027

.

We take a/b to be the last convergent with b ⩽ N2/3/p0 ≈ 1786130:

a
b =

678553
1230759

.



Numerical example of Lehman’s algorithm 29/36

So we expect aN/p+ bp to be an integer very close to

aN
p0

+ bp0 = 4263474239743978819958553.8637 . . .

After a brief search, we find that the correct value is

c = 4263474239743978819958554.

Solving aN/p+ bp = c for p, we get

p = 1732050807568877293,
N
p = 3141592653589793239.



Brief aside on Coppersmith’s algorithm 30/36

Coppersmith’s N1/4+ϵ algorithm can be recovered by applying the same strategy to
higher degree polynomials, such as

f(x) = aN2
x2 +

bN
x + cx+ dx2.

Instead of computing continued fractions, we need to search for a short vector in
a certain higher-dimensional lattice (using e.g. LLL).

As the polynomial degree goes up, the allowable search interval width increases
towards N1/4, and the complexity exponent decreases towards 1/4+ ϵ.



The new N1/5 algorithm
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Recall that in Lehman’s algorithm we obtained

aN
x + bx =

(
aN
p0

+ bp0
)
+ O(1) for |x− p0| <

p0
N1/3

.

What happens if we take wider search intervals?

• The number of search intervals goes down.
• The O(1) error term goes up.



The new N1/5 algorithm 32/36

Exercise: by taking B = N3/5/p0 and δ = 1/N1/5, we obtain

aN
x + bx =

(
aN
p0

+ bp0
)
+ O(N1/5) for |x− p0| <

p0
N1/5

.

Notice that:

• The search interval width increased from p0/N1/3 to p0/N1/5.
• The number of search intervals fell from O(N1/3 logN) to O(N1/5 logN).
• The error term has increased from O(1) to O(N1/5).

So for each search interval we apparently need to test O(N1/5) integers near f(p0).

This is no good: it leads to complexity O(N2/5+ϵ).
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Instead, we will use Pollard’s trick to search all intervals at the same time.

Suppose p is a divisor N in the search interval around p0.

From the previous slide,

aN
p + bp =

(
aN
p0

+ bp0
)
+ O(N1/5).

Let us write this as
aN
p + bp− u = k,

where u = ⌊aN/p0 + bp0⌋, and where k = O(N1/5) is unknown.
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Pick some α ∈ (Z/NZ)∗ of large multiplicative order. Then

αaN/p+bp−u ≡ αk (mod N).

Using Fermat’s little theorem, we get a collision modulo p:

αaN+b−u ≡ αk (mod p).

There are O(N1/5 logN) possible values on the left, one for each search interval.

There are O(N1/5) possible values on the right, one for each value of k.

We can apply Pollard’s machinery to find a collision modulo p between these two
sets of size O(N1/5+ϵ) in time O(N1/5+ϵ).



Final comments



Further improvements 35/36

The algorithm I explained today leads to a complexity bound of the form

O(N1/5(logN)O(1)).

One can try to optimise the power of logN by using various tricks from
polynomial arithmetic.

One can save a further factor of (log logN)O(1) by sieving on small primes, i.e.,
using the fact that p cannot be divisible by 2, 3, 5, etc.



Further improvements 36/36

An obvious question is: can we do better by combining Coppersmith’s idea (i.e.,
higher degree polynomials) with Pollard?

I spent many months thinking about this but didn’t get anywhere :-(

As the polynomial degree increases, the complexity gets worse... in the limit we
still get N1/4+ϵ!!



Thanks for your attention!

YOU CAN’T HANDLE THE PROOF!
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