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Integer multiplication:
history & state of the art



Long multiplication

Let M(n) = number of “bit operations” required to multiply n-bit integers.
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Long multiplication: Conjecture (Andrey
M(n) = 0(n?). Kolmogorov, ~1956):
M(n) = ©6(n?).
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Long multiplication

According to Karatsuba (1995),

“Probably, [the conjecture’s | appearance is based on
the fact that throughout the history of mankind
people have been using [the algorithm ] whose
complexity is O(n?), and if a more economical
method existed, it would have already been found.”

Anatoly Karatsuba
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Faster multiplication

Brief history of asymptotic upper bounds for M(n):

<3000 BCE long multiplication ~ O(n?)

1962 Karatsuba O(nlos3/log2)  (xy 1:58)

1969 Knuth O(n2v2legn/1082 140 1)

1971 Schonhage-Strassen O(nlognloglogn)

2007 Flrer O(nlogn K'°8'™) for some K > 1
2021 H.-van der Hoeven  O(nlogn)
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Faster multiplication

Brief history of asymptotic upper bounds for M(n):

<3000 BCE long multiplication ~ O(n?)

1962 Karatsuba O(nlos3/log2)  (xy 1:58)

1969 Knuth O(n2v?2losn/1og2 154 )

1971 Schonhage-Strassen O(nlognloglogn)

2007 Fiirer O(nlogn K'°8'™) for some K > 1
2021 H.-van der Hoeven  O(nlogn)

Conjecture (Schonhage-Strassen, 1971)

M(n) = ©(nlogn).

Open problem
Can we multiply polynomials of degree n in F,[x] in time O(nlogn)?
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Computing ridiculously many
digits of 1



Notable milestones in computation of 1

e 250 BCE: Archimedes, 2 digits (223/71 < m < 22/7)
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Notable milestones in computation of T

e 250 BCE: Archimedes, 2 digits (223/71 < m < 22/7)

* 480: Zu Chongzhi, 7 digits (7t ~ 355/113)

* 1400: Madhava of Sangamagrama, 10 digits

e 1706: John Machin, 100 digits

e 1853: William Shanks, 527 digits

* 1897: U.S. state of Indiana attempts to legislate m = 3.2

* 1949: Reitwiesner et al, 2037 digits, first use of an electronic
computer for this problem (ENIAC)
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Computing 1 in the machine age

Current record: 105,000,000,000,000 digits (about 44 TB).

All records since 2010 use Alexander Yee’s “y-cruncher” program.
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Asymptotically fastest known algorithm for computing m

Theorem (Brent and independently Salamin, 1975)

The first n digits of m may be computed in time O(M(n)logn).

Algorithm is based on work of Gauss and Legendre on elliptic integrals.

First compute the arithmetic-geometric mean of a, = 1 and by = 1/v/2,

by repeatedly iterating

ak+bk
2 b

A1 =

Ay

brsr = v arby.

by

g b~ W N~ O |F

1.0000000000000000000000
0.8535533905932737622004
0.8472249029234941526157
0.8472130848351928065097
0.8472130847939790866070
0.8472130847939790866064
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0.7071067811865475244008
0.8408964152537145430311
0.8472012667468914604036
0.8472130847527653667042
0.8472130847939790866059
0.8472130847939790866064



Asymptotically fastest known algorithm for computing m

Let A be the common limit of the a; and b;. Then

o 4A2
1—Y000 2k(a, — by )2

To get n correct digits of 1, need to include k up to O(logn).

Cost of each iteration is O(M(n)), so overall complexity is O(M(n)logn).
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Breaking the RSA cryptosystem



RSA

RSA is a widely used public key cryptosystem.

It was invented by Ron Rivest, Adi Shamir and Leonard Adleman in 1977
(and secretly by GCHQ in 1973).

Shamir, Rivest, Adleman (1977?) Clifford Cocks (2015)
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Suppose that Alparslan wants to send encrypted messages to Zeynep.
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Suppose that Alparslan wants to send encrypted messages to Zeynep.

* First Zeynep chooses two large prime numbers p and q.
She keeps p and q secret, and publishes the product N = pq.

* Alparslan uses N to encrypt his secret message.
(This involves arithmetic modulo N — details omitted.)
He sends the encrypted message over a public channel.

* When Zeynep receives the encrypted message, she uses her
knowledge of p and q to decrypt the message.

* Anyone who intercepts the encrypted message cannot decrypt it,
because they only know N, not p and q.
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Factoring is hard

If you can factor N then you can break the cryptosystem.

Largest “public” factorisation to date is 250 digits ~ 829 bits.
(February 2020, using GNFS, roughly 2700 CPU years.)

24 4032465024074496426442307283933356300864 47454 444755017
797754920884 4480234471404 3664334554909580467964.09928548
b 7247094 45876873962619245573630474547705208054490564934.06
6876915300197594056934574522305893259766 97474681 73806936
4894699874578494975937497937 =

64435289477074580278790430  333720245949784565562260106
17057738908482504 47429434 0535544 422794076034476755
47208446859632024532344630 ~ L466678452098702384472924.00
23862359875266834770873766 37080257448673296884877565
1925585694639798853367 74898625803693206274 4

== B e

Current recommended key size is 2048 bits ~ 616 digits. Factoring such
large numbers is beyond even governments with serious resources.
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But GCDs are easy

Although factoring is hard, computing GCDs (greatest common divisors)
is very easy, thanks to Euclid’s algorithm.

For two 2048-bit integers, it takes only a few microseconds.

Integer multiplication and its applications | David Harvey (UNSW Sydney) 12/27



But GCDs are easy

Although factoring is hard, computing GCDs (greatest common divisors)
is very easy, thanks to Euclid’s algorithm.

For two 2048-bit integers, it takes only a few microseconds.
Suppose that Zeynep and Ziimra each generate and publish a public key,
N1 =p1q1, Ny =psqs.

If by some amazing coincidence p; = p,, and if also q; # g5, then anyone
can work out p;,p,,q;,q, by simply computing the GCD of N; and N,.
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Yes it really does happen

Mining Your Ps and Qs: Detection of Widespread Weak Keys in Network
Devices (Heninger, Durumeric, Wustrow, Halderman 2012):

* The authors scanned the entire internet and pulled down
11,170,883 distinct RSA moduli.
* They computed GCDs of all these numbers with each other.

* They recovered 2,314 distinct prime divisors!
They were able to break about 0.5% of the certificates in the scan.
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But how did they compute all the GCDs?

Number of pairs of GCDs to compute:

(11,170,883)?
2

~ 6.2 x 1013,

This would take about 30 years of CPU time.
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But how did they compute all the GCDs?

Number of pairs of GCDs to compute:

(11,170,883)?
2

~ 6.2 x 1013,

This would take about 30 years of CPU time.

But they did it in just a few hours, using a trick due to Dan Bernstein
(2006), involving large integer multiplication.

Integer multiplication and its applications | David Harvey (UNSW Sydney) 14/27



Bernstein’s trick

Say the moduli are N, N, ..., N.

STEP 1: compute the product P = N; - - - N, using a product tree:

N

NN, N,N,

N TN

(In the RSA example, k = 11170883 and the product P = N; - -- N at the
top of the tree has about a few billion digits.)
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Bernstein’s trick

STEP 2: use a remainder tree to compute P (mod Nl.z) for all i:

P mod (N;N,N5N,)?

— T~

P mod (N;N,)? P mod (N5N,)?
7N 7N
P mod N? P mod N2 P mod N2 P mod N
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Bernstein’s trick

STEP 2: use a remainder tree to compute P (mod Nl.z) for all i:

P mod (N;N,N5N,)?

— T~

P mod (N;N,)? P mod (N5N,)?
7N 7N
P mod N? P mod N2 P mod N2 P mod N

STEP 3: for all i, compute

cd(P mod N?, N?

This recovers every prime factor of N; which appears in another N;.

(Unless both factors of N; appear in other N;s!)
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Searching for Wilson primes



Wilson primes

Wilson’s Theorem
For any prime number p,

(p—1)!'=-1 (mod p).

* First stated around 1000 by Hasan Ibn
al-Haytham, also known as Alhazen,

most famous for his Book of Optics. Alhazen
(engraving from 1647)

* Proved by Lagrange in 1771.
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Wilson primes

Wilson’s Theorem
For any prime number p,

(p—1)!'=-1 (mod p).

* First stated around 1000 by Hasan Ibn
al-Haytham, also known as Alhazen,

most famous for his Book of Optics. Alhazen
(engraving from 1647)

* Proved by Lagrange in 1771.

Definition
We say that p is a Wilson prime if

(p—1)'=—1 (mod p?).
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Wilson primes

The first Wilson prime is p = 5:
4!=24=—1 (mod 25).
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Wilson primes

The first Wilson prime is p = 5:
4!=24=—1 (mod 25).
The second Wilson prime is p = 13:
12! = 479001600 = —1 (mod 169).

It is mentioned in Mathews’ Theory of Numbers (1892).
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Wilson primes

The first Wilson prime is p = 5:
4!=24=—1 (mod 25).
The second Wilson prime is p = 13:
12! = 479001600 = —1 (mod 169).

It is mentioned in Mathews’ Theory of Numbers (1892).

The third Wilson prime is p = 563.

It was found in 1950 by Goldberg, who
searched up to 10000 using SEAC (Standards
Eastern Automatic Computer), one of the first
stored-program electronic computers.

SEAC (1950)

Integer multiplication and its applications | David Harvey (UNSW Sydney) 18/27



History of Wilson prime searches

1913 p<114
1920 300
1937 211
1953 10000
1958 30000
1963 50000
1964 200183
1965 1017000
1982 3000000
1989 4000000
1988 10000 000
1994 18876041
1997 500 000 000
2006 1000 000 000
2008 6000 000 000
2014 20000000000 000

Beeger

Beeger

E. Lehmer

Goldberg

Froberg

Froberg

Pearson

Kloss

Keller

Dubner

Gonter & Kundert

Gonter

Crandall, Dilcher & Pomerance
Carlisle, Crandall & Rodenkirch
Carlisle, Crandall & Rodenkirch
Costa, Gerbicz & H.
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Heuristics for Wilson primes

Theorem (Costa-Gerbicz-H., with computer assistance, 2014)

The only Wilson primes less than 2 x 103 are 5, 13 and 563.

Heuristically we might expect that the “probability” that p is a Wilson
prime should be 1/p.

Therefore, the “expected” number of Wilson primes less than x should be

1
Z — =loglogx+0.261... +o(1).

p<x

Up to 2 x 103 we should expect about 3.7 Wilson primes.

Folklore conjecture
There are infinitely many Wilson primes.
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Computing Wilson quotients

For p prime, define the Wilson quotient:

—I'+1
=D
p

i (mod p).

Then p is a Wilson prime if and only if W, = 0.
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Computing Wilson quotients

For p prime, define the Wilson quotient:

w, = % (mod p).

Then p is a Wilson prime if and only if W, = 0.
Methods for computing W,,:
* Naive method (successive multiplication). Complexity slightly worse
than linear in p.

s Strassen (1977): complexity roughly p/2, using fast polynomial
arithmetic, baby-step/giant-step method.

» Best current complexity bound is O(p'/?log®p)
(Bostan—-Gaudry—Schost, 2007).

It would still take about a billion CPU years to get up to 2 x 10'2 this way.
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Computing Wilson quotients

Theorem (Costa—Gerbicz-H., 2014)
We may compute W, simultaneously for all p <N in time

O(M(N)log*N).

In other words, the complexity is log* p on average per prime.

We were able to handle all p < 2 x 10'3 in about 125 CPU years.
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Computing Wilson quotients

The basic idea is the accumulating remainder tree.

Example for N = 16:

0! mod(1-3-5-7-9-11-13-15)?

/\

0! mod (1-3-5-7)? 8! mod (9-11-13-15)?
0! mod (1 -3)? 41 mod (5 - 7)? 8! mod (9-11)? 12! mod (13 - 15)?
o! 21 41 6! 8l 10! 12! 14!

mod1? mod3? mod5? mod7? mod9* mod11?> mod13%2 mod 15>

Each level of the tree takes time O(M(N)logN), using fast integer
arithmetic.
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Computing zeta functions of
algebraic varieties



Algebraic varieties over finite fields

Let V be an algebraic variety over a finite field IF,,.

We can associate to V a sequence of integers Ny, N,, ... defined by
N, = #V(F,).
Example

Suppose V is the elliptic curve y> = x> + x + 1 over F,,.

Then N, is the number of solutions to y> = x® +x + 1 with x,y € F,.
(plus the point at infinity):

Nl =5, N2:55, N3 :380, N4:2475,
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Algebraic varieties over finite fields

Using the sequence N;,N,, ..., we can define the zeta function of V:
oo
N,
Z(T) := exp Z —1 | e Q(T).
r=1 I

Rationality was proved by Dwork in 1960.

Example

Consider again y* = x*> + x + 1 over F,. Then

55 380 2475 1—3T+ 772
Z(T)=exp(5T+—T2+ —T3+—T4+~-) = "
2 3 (1—-T)(1—77)

Integer multiplication and its applications | David Harvey (UNSW Sydney) 25/27



Algebraic varieties over Z

Now suppose that V is an algebraic variety over Z.

For each prime p, we can consider the zeta function Z,(T) of the
reduction of V modulo p.

We can glue these together via an Euler product to define a zeta function
for V itself:

FOE [ FACH!
p
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Algebraic varieties over Z

Now suppose that V is an algebraic variety over Z.

For each prime p, we can consider the zeta function Z,(T) of the
reduction of V modulo p.

We can glue these together via an Euler product to define a zeta function
for V itself:

FOE [ FACH!
p

Conjecturally {,(s) has many interesting properties by analogy with {(s):

* Analytic continuation, functional equation
e Riemann hypothesis

* In some cases, Birch—-Swinnerton-Dyer conjecture, Sato-Tate
conjecture, Lang—Trotter conjecture, etc...
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Algebraic varieties over Z

Theorem (H. 2015)
Let V be an algebraic variety over Z.

* We may compute Z,(T) for a single p in time O(p'/>*¢).
* We may compute Z,(T) for all p < N in time O(M(N) log®N).
Some aspects of the proof:

* A trace formula that expresses point counts in terms of coefficients
of powers of defining polynomials.
* Recurrences for evaluating these coefficients.

e Accumulating remainder trees over matrices!
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Thanks for your attention!

plications | David Harve
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