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Elliptic curves

Let p be a prime, and let E be an elliptic curve over Fp.

Goal: compute #E (Fp), the number of Fp-rational points on E .

Concretely, if E is given by a Weierstrass equation

y2 = x3 + ax + b, a, b ∈ Fp,

then #E (Fp) is simply the number of solutions (x , y) ∈ Fp × Fp,
plus the point at infinity.

Example: take the curve y2 = x3 + x + 2 over F5.

Then E (Fp) consists of

(1,±2), (−1, 0),

and the point at infinity, so #E (Fp) = 4.
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Elliptic curves

Why do we care?

Among other things, applications in:

I cryptography

I number theory
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Cryptography

The set of points E (Fp) forms an abelian group under the elliptic
curve group law.

The discrete logarithm problem (DLP): given P ∈ E (Fp) and some
multiple nP ∈ E (Fp), find n.

It is believed that solving DLP is very difficult for this group in
general. Best known complexity bound is essentially O(

√
p). No

subexponential-time algorithms are known.

This makes the group suitable for cryptographic protocols such as
Diffie–Hellman key exchange.

For these schemes, it is expected that an attacker would need to
solve the DLP (or a related problem of similar difficulty).
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Cryptography

However, if #E (Fp) is composite, the DLP can be reduced to
solving several smaller DLPs in subgroups of E (Fp).

The overall difficulty is controlled by the largest prime factor of
#E (Fp).

To avoid this attack, ideally we want #E (Fp) to be prime.

How do we find such an E ?

One simple method: choose E randomly. Compute #E (Fp). If it
is composite, throw it away and try again. Repeat until we win.
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Cryptography

Example: take p = 1077 + 21 and the curve y2 = x3 + x + 61.

Then #E (Fp) is

100000000000000000000000000000000000000061319672271172718781291022527780387603,

which is prime.

This is big enough for NSA ‘Secret’ classification.

(For ‘Top Secret’ you need about 50% more digits.)

My laptop computed #E (Fp) in about 6 seconds, using the
software package Pari.

Clearly Pari is not simply enumerating the points!
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Cryptography

Pari uses the Schoof–Elkies–Atkin (SEA) algorithm when p is this
large.

Heuristic complexity of SEA is log4+ε p bit operations —
polynomial time.

Schoof’s original algorithm (1985) has a fully established
deterministic complexity bound of log5+ε p.

Basic idea: compute action of p-power Frobenius on the `-torsion
points of the curve, for small primes `. This determines #E (Fp)
(mod `). Now use CRT.

David Harvey Counting points on elliptic curves



Number theory

Let E be an elliptic curve over Q, say

y2 = x3 + ax + b, a, b ∈ Q.

The Mordell–Weil group E (Q) is the set of rational solutions, with
the usual elliptic curve group law.

It is a finitely generated abelian group (Mordell–Weil theorem).

The rank of E (Q) is a very mysterious quantity.

We do not know any algorithm that is guaranteed to compute the
rank!

Equivalently, we do not know how to find generators of E (Q).
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Number theory

The Birch–Swinnerton-Dyer conjecture (BSD) proposes a
conjectural relationship between the rank of E (Q) and the
quantities #E (Fp), where p varies over primes.

Here E (Fp) denotes the reduction of E modulo p — essentially,
just reduce the defining equation modulo p.

One consequence of BSD is that∏
p≤x

#E (Fp)

p
∼ C (log x)rankE(Q)

as x →∞.

In other words, curves with high rank over Q tend to have more
points modulo p, on average, over many p.
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Number theory

Another important question is the Sato–Tate conjecture (proved
for curves over totally real fields?)

The Hasse bound states that

|#E (Fp)− (p + 1)| ≤ 2
√

p.

The Sato–Tate conjecture states that the limiting distribution of
the normalised error term

#E (Fp)− (p + 1)

2
√

p
∈ [−1, 1]

is given by the semicircular distribution

2

π

√
1− t2dt

(except for curves with complex multiplication).
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Number theory

For numerical investigation of phenomena such as BSD and
Sato–Tate, we need an efficient algorithm for the following
problem:

Let E be an elliptic curve over Q, and let N ≥ 1.

Compute #E (Fp) for all p < N.

This is quite different to the cryptography situation, where we
want to compute #E (Fp) for a single, very large prime p.

Can we do better than just computing #E (Fp) for each p
separately?
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Main theorem

Today I will sketch a new, quite elementary algorithm that proves
the following:

Theorem

Let E be an elliptic curve over Q. We may compute #E (Fp) for
all p < N in N log3+ε N (deterministic) bit operations.

In other words: log4+ε N bit operations per prime (unconditional,
deterministic).

Schoof’s algorithm for each prime separately: log5+ε N per prime
(unconditional, deterministic).

SEA for each prime separately: log4+ε N (heuristic, probabilistic).
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Main theorem

The new algorithm is the fastest known unconditional algorithm for
this problem (deterministic or otherwise).

Unfortunately, it is probably not practical. Over the feasible range
of computation — say up to about N = 1012 or so — it is almost
certainly better to use the Shanks–Mestre algorithm, which has
complexity O(p1/4) per prime.

Nevertheless, the main interest of this algorithm is that is
generalises readily to curves of higher genus, where it is most
certainly practical. I will discuss this at the end of the talk if there
is enough time.
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Beginning of proof

For simplicity, in this talk I will restrict to the case of an elliptic
curve with a rational 2-torsion point.

Such a curve is given by an equation

y2 = x3 + bx2 + cx

with b, c ∈ Z, c 6= 0, b2 − 4c 6= 0.

It is not difficult to generalise to an arbitrary Weierstrass equation.
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Beginning of proof

Claim: let (x2 + bx + c)(p−1)/2 = xp−1 + · · ·+ s1x + s0. Then

#E (Fp) = 1− s(p−1)/2 (mod p).

Proof:

#E (Fp) = 1 +

p−1∑
x=0

[
1 +

(
x3 + bx2 + cx

p

)]

≡ 1 +

p−1∑
x=0

(x3 + bx2 + cx)(p−1)/2 (mod p)

≡ 1 +

p−1∑
x=0

x (p−1)/2(xp−1 + · · ·+ s1x + s0)

≡ 1− s(p−1)/2.
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Beginning of proof

Note that #E (Fp) (mod p) determines #E (Fp) for large enough
p, because we know |#E (Fp)− (p + 1)| ≤ 2

√
p.

(In fact p ≥ 17 is enough.)

So now our problem is:

Compute the ‘central’ coefficient of (x2 + bx + c)(p−1)/2,
modulo p, for all p < N.
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Beginning of proof

Example: y2 = x3 + x2 + 2x .

f = x2 + x + 2

f 2 = x4 + 2x3 + 5x2 + 4x + 4

f 3 = x6 + 3x5 + 9x4 + 13x3 + 18x2 + 12x + 8

f 4 = x8 + 4x7 + 14x6 + 28x5 + 49x4 + 56x3 + 56x2 + 32x + 16

f 5 = x10 + 5x9 + 20x8 + 50x7 + 105x6 + 161x5 + 210x4 + · · ·
...

f 50 = · · ·+ 9255331551786535774434682885x50 + · · ·

We want 1 (mod 3), 5 (mod 5), 13 (mod 7), 161 (mod 11), . . . ,
9255331551786535774434682885 (mod 101), for all p up to some
bound N.
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Beginning of proof

Challenges:

I We want an algorithm that runs in time N1+ε.

I We don’t have time to write down all the f m’s; they occupy
N3+ε bits altogether.
(Each has O(m) coefficients with m1+ε bits.)

I We don’t even have time to write down just the middle
coefficient of each f m; that would occupy N2+ε bits.

I Each coefficient of f m depends on many coefficients of
previous f m’s... how can we get just the middle one?

I Even if we found a relation that isolated just the middle
coefficients... we want each one modulo a different prime!
Knowledge of 161 (mod 11) tells us nothing about
9255331551786535774434682885 (mod 101).
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Isolating the middle coefficient

First we deal with the problem of isolating the middle coefficient.

Let um,k = coefficient of xk in f m = (x2 + bx + c)m.

We can write down some recurrences for the um,k .

Equating coefficients in f m = f · f m−1 yields:

um,k = um−1,k−2 + bum−1,k−1 + cum−1,k .

This gives a linear relation between four coefficients:

xk−2 xk−1 xk

• • • f m−1

• f m
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Isolating the middle coefficient

There is another independent relation, obtained by equating
coefficients in (f m)′ = mf ′ · f m−1:

kum,k = 2mum−1,k−2 + bmum−1,k−1.

xk−2 xk−1 xk

• • f m−1

• f m
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Isolating the middle coefficient

After some algebra we get(
um,k−1

um,k

)
=

(
m

2m−k+1b 2m
2m−k+1c

2m
k

m
k b

)(
um−1,k−2
um−1,k−1

)
.

This expresses the red coefficients in terms of the blue coefficients:

xk−2 xk−1 xk

• • f m−1

• • f m
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Isolating the middle coefficient

Specialising to k = m, we get(
um,m−1

um,m

)
=

1

m + 1

(
bm 2cm

2(m + 1) b(m + 1)

)(
um−1,m−2
um−1,m−1

)
.

Recall our example:

f = x2 + x + 2

f 2 = x4 + 2x3 + 5x2 + 4x + 4

f 3 = x6 + 3x5 + 9x4 + 13x3 + 18x2 + 12x + 8

f 4 = x8 + 4x7 + 14x6 + 28x5 + 49x4 + 56x3 + 56x2 + 32x + 16(
18
13

)
=

1

4

(
3 12
8 4

)(
4
5

)
,

(
56
49

)
=

1

5

(
4 16

10 5

)(
18
13

)
, . . .

(Interesting divisibility properties!)
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Isolating the middle coefficient

In other words, we want to compute the lower-right entries of

I M1 (mod 3)

I M2M1 (mod 5)

I M3M2M1 (mod 7)

I . . .

where

Mm =
1

m + 1

(
bm 2cm

2(m + 1) b(m + 1)

)
.
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Wilson primes

Recall Wilson’s theorem:

(p − 1)! = −1 (mod p).

A Wilson prime is a prime satisfying

(p − 1)! = −1 (mod p2).

Only known examples: 5, 13, 563.

Heuristics: there are O(log log N) Wilson primes less than N.

Costa–Gerbicz–H. (2012): there are no others for p < 2× 1013.
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Wilson primes

How do we test if p is a Wilson prime?

Need to compute up = (p − 1)! (mod p2).

I Naive: just multiply out the product, reduce modulo p2

occasionally. Complexity: p1+ε.

I Strassen: clever polynomial evaluation scheme. Complexity:
p1/2+ε.

I Costa–Gerbicz–H.: can compute up for all p < N in
N log3+ε N bit operations, i.e. log4+ε N per prime.

In the next few slides I will sketch this last algorithm.
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Wilson primes

I will assume standard results on fast integer arithmetic.

Namely: given integers a, b with at most n bits, we can compute

I the product ab,

I the quotient ba/bc, and

I the remainder a mod b

in n log1+ε n bit operations.

(Main tool is the fast Fourier transform.)
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Wilson primes

We want to compute:

I 1 · 2 (mod 32)

I 1 · 2 · 3 · 4 (mod 52)

I 1 · 2 · 3 · 4 · 5 · 6 (mod 72)

I . . .

(Look familiar?)
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Wilson primes

First compute the value tree. This is a product tree for the
integers up to N. We work from the bottom to the top:

20922789888000

40320

24

2

1 2

12

3 4

1680

30

5 6

56

7 8

4151347200

11880

90

9 10

132

11 12

43680

182

13 14

240

15 16

Total bits at each level: O(N log N).

Cost to compute each level: N log2+ε N.

Cost to compute whole tree: N log3+ε N.
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Wilson primes

Next compute the modulus tree. This is a product tree for the
corresponding squares:

437763136697395052544000000

1625702400

576

4

1 4

144

9 16

2822400

900

25 36

3136

49 64

269276305858560000

141134400

8100

81 100

17424

121 144

1907942400

33124

169 196

57600

225 256

Cost is the same: N log3+ε N.

David Harvey Counting points on elliptic curves



Wilson primes

Now the interesting part: we compute, from top to bottom, an
accumulating remainder tree.

Each node is the product of the nodes of the value tree to the left
of that node, modulo the corresponding node in the modulus tree.

Here are the first few layers:

1 mod (1 · · · 16)2

1 mod (1 · · · 8)2

1 mod (1 · · · 4)2 4! mod (5 · · · 8)2

8! mod (9 · · · 16)2

8! mod (9 · · · 12)2 12! mod (13 · · · 16)2
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Wilson primes

Cost is the same: N log3+ε N.

Here are the actual values for our example:

1

1

1

1

0 1

2

2 6

24

24

24 12

720

34 48

40320

40320

7920

63 80

4608

10 0

479001600

28560

168 56

0

0 0

We can read off the bottom of the tree:

4! = 24 (mod 52),

6! = 34 (mod 72),

10! = 10 (mod 112) . . .
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End of the proof

The same idea works almost verbatim for the elliptic curve
problem.

Here is the value tree, for our example y2 = x(x2 + x + 2):

1
362880 [ 3216898944 3501066240

2440930464 2682771840 ]

1
3024 [ 254544 304512

174564 256752 ]

1
72 [ 568 480

270 576 ]

M8 M7

1
42 [ 318 264

154 322 ]

M6 M5

1
120 [ 6776 6720

4900 5880 ]

1
20 [ 140 112

70 140 ]

M4 M3

1
6 [ 34 24

18 30 ]

M2 M1

Note that we work from right-to-left instead of left-to-right.
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End of the proof

Here is the modulus tree:

2027025

19305

195

15 13

99

11 9

105

35

7 5

3

3 1
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End of the proof

And here is the accumulating remainder tree:

[ 01 ]

1
120 [ 67205880 ]

1
165 [ 75

120 ]

1
0 [ 00 ] 1

9 [ 103 ]

[ 49 ]

1
21 [ 8739 ]

1
5 [ 52 ]

[ 17 ]

1
3 [ 63 ]

[ 01 ]

1
6 [ 2430 ]

1
3 [ 54 ]

[ 46 ]

1
1 [ 40 ]

[ 40 ]

[ 01 ]

1
2 [ 12 ]

[ 21 ]

[ 01 ]

Therefore

#E (F3) = 1− 1 (mod 3), #E (F11) = 1− 7 (mod 11),

#E (F5) = 1− 0 (mod 5), #E (F13) = 1− 9 (mod 13), . . .

(Note that the curve is singular at p = 7.)
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End of the proof

Conclusion: we can compute #E (Fp) for all p < N in N log3+ε N
bit operations.

The algorithm is quite elementary — does not use any
high-powered results about elliptic curves.

Easy to generalise to the usual Weierstrass form y2 = x3 + ax + b,
avoiding the restriction that the curve has a rational 2-torsion
point. This leads to 3× 3 matrices instead of 2× 2.
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Generalisations

What about a smooth projective curve X of genus g > 1?

There exist analogues of the Birch–Swinnerton-Dyer and
Sato–Tate conjectures for these curves.

Much less is known about these cases, partly because the existing
algorithms do not make it easy to generate large amounts of data,
which are needed to formulate and test conjectures!
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Generalisations

One possible question is to compute #X (Fp).

More generally we may ask to compute the zeta function of X ,

ZX (T ) = exp

∑
n≥1

#X (Fpn)

n
T n

 ∈ Z[[T ]],

a generating function that encodes the number of solutions over all
finite extensions of Fp.

In fact ZX (T ) is a rational function of the form

ZX (T ) =
FX (T )

(1− T )(1− pT )
,

where FX (T ) ∈ Z[T ] is a polynomial of degree 2g .
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Generalisations

ZX (T ) satisfies a certain functional equation, which implies that
FX (T ) is determined by #X (Fp), . . . ,#X (Fpg ).

Genus 1 (elliptic curves):

FX (T ) = 1− a1T + pT 2,

where a1 = p + 1−#X (Fp).

Genus 2:

FX (T ) = 1− a1T + a2T 2 − pa1T 3 + p2T 4,

where knowledge of a1, a2 ∈ Z is equivalent to knowledge of
#X (Fp),#X (Fp2).
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Generalisations

For a curve of genus g , the right generalisation of the central
coefficient of (x2 + bx + c)(p−1)/2 is the Hasse–Witt matrix.

This is a g × g matrix, whose characteristic polynomial is exactly
FX (T ) modulo p.

For y2 = f (x), the matrix entries are the coefficients of xpi−j of
f (x)(p−1)/2, for 1 ≤ i , j ≤ g .

David Harvey Counting points on elliptic curves



Generalisations

Suppose that X is such a curve, y2 = f (x), over Q.

Let Xp denote its reduction modulo p.

Using the same technique described in this talk, we can compute
the Hasse–Witt matrix, and hence ZXp(T ) modulo p, for all p < N.

The complexity is (probably) g5+εN log3+ε N (H.–Sutherland),
i.e. g5+ε log4+ε N per prime.

Note: complexity per prime is polynomial in both g and log N!

By contrast, the appropriate generalisation of Schoof’s algorithm
has complexity exponential in the genus, e.g. for genus 2 we get
log8+ε p. Never been tried for g ≥ 3.
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Generalisations

Unfortunately in general ZX (T ) modulo p does not determine
ZX (T ). The coefficients can be much larger than p.

In genus 1 we have seen that modulo p is enough, for p ≥ 17.

In genus 2, knowledge of ZX (T ) modulo p leaves O(1) candidates
for ZX (T ). These can be checked quickly by performing suitable
group operations in the Jacobian of the curve.

Andrew Sutherland has been trying this out for g = 2. Currently
the new algorithm is winning at around N = 222, compared to his
smalljac package. This is about one hour of computation. We
still expect to push this threshold down considerably.

David Harvey Counting points on elliptic curves



Generalisations

In genus 3, knowledge of ZX (T ) modulo p leaves O(p1/2)
candidates for ZX (T ). One can find the right one using O(p1/4)
Jacobian group operations.

This is exponential time again, but still probably feasible, at least
for hyperelliptic curves. We have not tried it yet. We expect this
to be much faster than existing algorithms in genus 3.

For nonhyperelliptic genus 3 curves, the same techniques should
work, but everything is messier. Currently I need 28× 28 matrices.
Would be nice to shrink this!

For g ≥ 4, the exponential time part of the computation is too
expensive, and this approach is likely no longer practical.
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Generalisations

Nevertheless, a much more general result can be proved, by
abandoning the Hasse–Witt matrix in favour of the more
high-powered machinery of p-adic cohomology (following Kedlaya):

Theorem (H., 2012)

Let X be a hyperelliptic curve over Q of genus g, and let N ≥ 1.

Impose some mild restrictions on the size of the coefficients of the
defining polynomial, and on g, relative to N.

Then we may compute ZXp(T ) for all primes p < N of good
reduction, simultaneously in

g8+εN log3+ε N

bit operations.
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Generalisations

Proof: see “Counting points on hyperelliptic curves in average
polynomial time” on arXiv.

This works for curves of any genus.

The average time per prime is

g8+ε log4+ε N.

This is the first algorithm for this problem achieving complexity
polynomial in the input size, in this case averaged over primes.
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Thank you!
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